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1. Summary and Outlook

The participants in the GAIA-X project are cur-
rently working on use cases in working groups 
for eight domains:

	• Energy
	• Finance
	• Health
	• Industry 4.0/SMEs
	• Agriculture
	• Mobility
	• Public sector
	• Smart living

At the Digital Summit on 29 October 2019, we pre-
sented a concept paper entitled ‘Project GAIA-X: 
A Federated Data Infrastructure as the Cradle of a 
Vibrant European Ecosystem’. This launched the pro-
ject and signalled the start of this review of the user 
perspective, of the ‘User Ecosystems and Require-
ments’ workstream and of the GAIA-X project. 

Scaling on the user side is a fundamental require-
ment for a successful data infrastructure. We want to 
demonstrate how GAIA-X can contribute to the estab-
lishment of a vibrant European ecosystem and which 
requirements the technical concept must meet for this.

Establishing vibrant European 
ecosystems

1. We have compiled use cases that illustrate the 
breadth and diversity of use and that may inspire 
innovative business models (see Chapter 3). We 
started in October 2019 with twelve use cases 
relating to four domains. We now have more than 
40 use cases. The current issue of coronavirus is 
also being looked at with two use cases. GAIA-X 
will enable opportunities to respond to an extreme 
medical situation such as the current pandemic 
with fast and sensible measures through the link-
ing of different data sources (including geodata, 
reporting data and patient data). A full over-
view of the use cases is available on the website: 
www.data-infrastructure.eu/gaia-x-from-the-user-
perspective.

2. As the number of use cases rose, so too did the 
breadth of application. We initially started with 
four user domains. There are now eight: Industry 
4.0/SMEs, Health, Energy, Finance, Public sector, 
Mobility, Agriculture and Smart living.

3. GAIA-X is a European project. We cover the areas in 
which the European Commission wants to estab-
lish European data spaces almost exactly with the 
domains mentioned above. The aims that the Euro-
pean Commission meets with its data strategy are 
congruent with the aims of the GAIA-X project (see 
Chapter 2).

4. The number of people working in the workstream 
has also grown strongly in parallel with the num-
ber of use cases and the domains. There are now 
more than 170 people from around 150 companies, 
research institutes, associations and institutions 
working in the domains mentioned. There are also 
increasing numbers of participants from other 
European countries such as France, the Nether-
lands, Switzerland, Spain and even Japan.

Requirements for the technical 
implementation of a federated 
infrastructure

1. We have used the use cases to identify the require-
ments for the technical concept of GAIA-X. We 
expect that a large proportion of the requirements 
(around 80%) will be identical across the domains.

2. It is key that the understanding of the technical 
requirements is the same in all domains, i.e. that we 

http://www.data-infrastructure.eu/gaia-x-from-the-user-perspective
http://www.data-infrastructure.eu/gaia-x-from-the-user-perspective
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speak the same language. We have therefore devel-
oped a fractal model, that illustrates the communi-
cation relation within that use cases and to which 
the use cases will be applied in abstract form.

3. On this basis, we have developed the fundamental 
and general requirements for a GAIA-X layer, which 
must be met across all use cases and domains (see 
Chapter 4). A GAIA-X layer is the central connecting 
element between different elements of a federated 
data infrastructure. The GAIA-X layer is fully 
compatible with the ‘X graphic’ (see Figure 7), as 
used by the workstream developing the technical 
foundations for GAIA-X. For further details, see 
for instance the document ‘GAIA-X: Technical 
Architecture Release June, 2020’, (www.data-
infrastructure.eu/gaia-x-technical-architecture).

4. At the same time, every domain will have require-
ments that are not the same for others or do not 
have the same weight. In this case, we talk about 
a ‘domain delta’. We have set out an example of a 
domain delta using selected domains (see Chapter 5).

Outlook and next steps

1. We want to establish data spaces in various 
domains in Europe. That is the aim of the European 
data strategy. GAIA-X is a key component for the 
establishment of these data spaces, as GAIA-X can 
help to break up data silos and avoid data lock-ins. 
 
Our aim is therefore for GAIA-X to be success-
ful across Europe and beyond. To achieve this, all 
relevant stakeholders and initiatives need to be 
involved. 
 
Our initiative, which we have organised as a 
GAIA-X hub, is open to all parties who share the 
goals of GAIA-X. We are actively inviting new par-
ticipants to get involved in defining the require-
ments and to benefit from our network.  
 

We would like, in particular, for GAIA-X hubs and 
anchor centres to be established across Europe (and 
beyond) as nuclei for GAIA-X. There is already a 
variety of initiatives that are driving forward the 
development of new business models and data 
spaces in the EU and its Member States. Together, 
they form a network that is driving the implemen-
tation of GAIA-X regionally, nationally and interna-
tionally. This network enables specific national or 
sectoral features to be addressed and cross-border 
collaboration to be organised. It will become easier 
to integrate small and medium-sized companies 
into the GAIA-X ecosystem. We would therefore 
like to encourage the European partners to each 
establish their own GAIA-X hub structure, as shown 
in Chapter 6. The GAIA-X hubs are the basis for col-
laboration in Europe and beyond.

2. We want to develop the domain-specific and cross- 
domain requirements with greater granularity. 
 
GAIA-X will develop an architecture of standards, 
as proposed in the paper ‘GAIA-X: Policy Rules and 
Architecture of Standards’ (www.data-infrastructure.
eu/gaia-x-policy-rules-and-architecture-of-
standards). Each domain (user group) has its own 
standards, interfaces and processes, which should 
be used for successful implementation of GAIA-X. 
These will be listed in the next step.  
 
We want to consolidate the requirements and the 
domain-specific standard architecture in order to 
reach a definition of a domain-specific demonstra-
tor as a prototype, which will enable the existing 
application examples to be implemented quickly. 
This development will be done in collaboration 
with technical experts from the GAIA-X project.

3. Expansion to cross-domain functionality is the 
medium- to long-term aim for the implementation 
of GAIA-X. We want to move forward step by step, 
by progressively expanding the GAIA-X layer with 
additional sub-functionalities.

http://www.data-infrastructure.eu/gaia-x-technical-architecture
http://www.data-infrastructure.eu/gaia-x-technical-architecture
http://www.data-infrastructure.eu/gaia-x-policy-rules-and-architecture-of-standards
http://www.data-infrastructure.eu/gaia-x-policy-rules-and-architecture-of-standards
http://www.data-infrastructure.eu/gaia-x-policy-rules-and-architecture-of-standards
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2.1. GAIA-X as a European Project

Sovereignty is a core challenge for Europe. This does 
not imply that all of the technical components need 
to be produced independently in Europe. Rather, it is 
a matter of full control over existing technologies and, 
in particular, the question of data sovereignty. Data 
sovereignty is the foundation for data-driven business 
models, the creation of sectoral and cross-sector data 
ecosystems, innovations, economic competitiveness 
and, ultimately, prosperity in Germany and Europe. 
The objective is therefore to safeguard and expand 
the industrial competitiveness and, subsequently, the 
prosperity of the European community by reducing 
dependence and fostering competition, thus enabling 
the stakeholders to exercise their sovereignty in data-
driven business models and data ecosystems. 

Europe’s digital infrastructure currently lies in the 
hands of a small number of major non-European 
corporations: Europe has no notable operating sys-
tem developers, no relevant search engines, no global 
social network and no competitive cloud infrastruc-
ture. 

Essential data and analysis infrastructures are also 
provided by companies from outside Europe. Euro-
pean alternatives do not offer any comparable market 
capitalisation, scalability or breadth of applications; 
they are active in specialist niches at best. There is a 
risk of European data being stored outside of Europe 
or on servers in Europe that belong to non-European 
companies and will be subject to a so-called lock-in. 
Innovation and further value creation within Europe 
may not be feasible in this way.

A variety of stakeholders at national and European 
level have now recognised the need for action. Our 
answer is the GAIA-X project, which aims to achieve 
an open, federated, secure and trustworthy data and 
cloud infrastructure for Europa as the basis for a digi-
tal ecosystem. 

This approach is indispensable in building a distrib-
uted, federated and open data infrastructure based 
on European values. The approach builds on existing 
infrastructure solutions. GAIA-X uses an open eco-
system of providers of various size that follow a com-
mon GAIA-X reference architecture. The reference 
architecture ensures that the cloud infrastructures are 
technically interoperable and create opportunities for 
collaboration and scaling of business models. Such a 
network of different cloud infrastructures operated 
by companies (virtual hyperscaler) is the central basis 
for the emergence of data-driven ecosystems in the 
most diverse fields of application, from industrial 
automation and use in the healthcare sector, through 
to e-government and many other scenarios. We strive 
for an ecosystem that distributes sovereignty and 
benefits among business, science, the state and society 
in equal measure. Involvement is open to all market 
participants – including those outside Europe – who 
share the goals of data sovereignty and data availabil-
ity defined by GAIA-X.

GAIA-X is a European project and is based on Euro-
pean values. The GAIA-X project supports the goals 
of the European data strategy, which the EU Com-
mission published on 19 February 2020. The strategy 
emphasises the economic and social opportunities of 
data as well as European values and EU law (data pro-
tection, fundamental rights, laws regarding [cyber-]
security/openness, fairness, diversity, democracy and 
trust). The required trust must be generated among 
citizens in order to harness the opportunities of dig-
italisation. This trust is to be guaranteed by imple-
menting European values and EU law. The aim is to 
enable better decision-making through the use of 
data for business, science and the public sector, as well 
as for citizens.

The GAIA-X project is one of the few initiatives at 
Member State level to be specifically mentioned in the 
EU data strategy. The objectives stated as part of the 
Commission’s specific measures (e.g. federated cloud, 



a rulebook, cloud service marketplace, European data 
spaces) are likewise integrated in the GAIA-X project. 
Our aim is for GAIA-X to become the central project 
in driving forward the ‘cloud federation’ at European 
level and beyond. We are also in close contact with 
our European partners from France, Italy, Spain, the 
Netherlands, Sweden, Finland and Austria, as well as 
with the European Commission.

Just like the European data strategy, the GAIA-X pro-
ject aims to support digital ecosystems in the various 
sectors and the development of these. The EU Com-
mission wishes to support the development of the 
following shared European data spaces in particu-
lar, which largely coincide with the domains in the 
GAIA-X project:

1. Industrial data space 

2.  Data space for the European Green Deal (exploit 
potential of data in the relation to the environ-
ment and climate)

3. Mobility data space

4. Health data space

5. Financial data space 

6. Agricultural data space 

7. Data spaces for public administration 

8.  Skills data space (to reduce the skills mismatches 
between current education and training on the one 
hand and the labour market needs on the other)

We invite European partners to get involved in this 
Workstream. This has already happened to a certain 
extent. In order to reflect the heterogeneous regional 
economic structures in Europe, we would like to see 
the emergence of GAIA-X hubs and anchor centers 
for GAIA-X. There is already a variety of initiatives 
in the EU and its member states which are driving 
the development of new business models and data 

spaces. Together they will form a network driving 
the implementation of GAIA-X regionally, nationally 
and internationally. Within this network, national or 
sectoral specifics can be addressed on the one hand, 
and cross-border cooperation can be organized on 
the other. The integration of small and medium-sized 
enterprises into the GAIA-X ecosystem will be facili-
tated. The GAIA-X entity will benefit from this. Hence, 
we encourage the European partners to each establish 
their own GAIA-X hub structure. 

2.2. Guiding principles of GAIA-X 

Taking European values as the starting point, seven 
principles have already been set out in the first con-
cept paper to guide the establishment of a federated 
and sovereign European data infrastructure. These 
have been further developed and their meaning has 
been jointly defined since the publication of the first 
concept paper. The guiding principles, to which all of 
the initiative’s stakeholders commit, not only support 
the implementation of GAIA-X, but also reflect the 
added benefit of a European data infrastructure.

1.  European data protection 
Data protection is a core element of German and 
European digital policy. GAIA-X enables European 
legislation to be implemented, while at the same 
time permitting case-specific adaptation of data 
protection scenarios in various domains and for 
different protection classes.

2.  Openness and transparency 
Self-describing GAIA-X nodes1 are used to pro-
mote transparency, as well as to create new busi-
ness and usage models between participants (e.g. 
such as intermediary activities for data or services). 
 
Digital ecosystems, which GAIA-X aims to estab-
lish, encourage the growth of marketplace solu-

6 INTRODUCTION TO GAIA-X

1 GAIA-X nodes are elements of a data infrastructure that meet the requirements developed by the workstream that deals with the 
technical implementation of GAIA-X.



tions in the user domains. Standardised contracts 
and procedures reduce transaction costs, data mar-
kets can emerge and data availability is improved.

3.  Authenticity and trust 
Independent and automatable certification and 
contracting of a GAIA-X ecosystem participant will 
ensure compliance with the GAIA-X rules (with 
regard to IT security, data sovereignty, service lev-
els and framework contracts). Full transparency 
will also be provided through the self-description, 
for instance, about certified data protection and 
regulatory criteria met for the products and ser-
vices offered. Clear conditions for participation 
in GAIA-X and for collaboration, and common 
rules for cross-company authentication and access 
management will strengthen the underlying level 
of trust, bring down the obstacles to participation 
and reduce the amount of work involved in bilat-
eral coordination between individual stakeholders.

4.  Digital sovereignty and self-determination 
A further important added benefit of GAIA-X is the 
guarantee of data sovereignty: Each user decides 
for themselves where their data is stored, as well as 
who may process it and for what purpose, based on 
the user’s own data classification.

5.  Free market access and European value creation 
The use of technologies with transparent security 
and openness in an open ecosystem encourages 
competitiveness, in particular when compared 
internationally. 
 
Users can use the trustworthy decentralised data 
infrastructure of GAIA-X to access AI applications 
and data pools. Based on standardisation rules 
and the different options for managing and con-
trolling the transfer of data, data can be exchanged 
between companies, organisations, institutions, 
research institutes and associations, linked with 

other data, processed, evaluated, and monetised in 
value creation networks. Centralised and decen-
tralised cloud infrastructures can be linked with 
each other, enabling data and algorithms to be 
used safely and data to move along the value crea-
tion chain to the applications. These opportunities 
of data and service sharing can promote innova-
tions, harness synergies and enable new business 
models to be developed and scaled up in Europe. 

6.  Modularity and interoperability 
GAIA-X gives users access to a broad, relevant and 
specialised range of products and services from 
cloud providers, thus enabling the use of tailored 
solutions. GAIA-X facilitates the portability of data 
between cloud infrastructures and the combina-
bility of data from different cloud infrastructures. 
Specialist providers and small providers can also 
take advantage of this and be successful in the 
market through modular offerings.  
 
A high level of interoperability – in terms of tech-
nical and semantic standards, as well as inter-
connectivity at a network, data and service level 
between edge or cloud instances – simplifies the 
management of IT interfaces through a federated 
GAIA-X infrastructure, can avoid lock-in effects, 
and enables the emergence of data silos to be pre-
vented.

7.  User-friendliness 
GAIA-X is intended to be clear and intuitive to use 
for all stakeholders. The provision of centralised 
services, which the ecosystem needs for secure and 
user-friendly operation (e.g. authentication), will 
enable even relatively small organisations to use 
secure infrastructures.

INTRODUCTION TO GAIA-X 7



8

3.  Added benefit, mobilisation and 
integration of the user perspective



oration within a network will result in new potential 
for scaling up AI applications, as new AI applications 
will be able to be used across different sectors.

3.2.  Integration and mobilisation 
of the user perspective 
for GAIA-X development

The aim of Workstream 1 ‘User Ecosystems and 
Requirements’ is to achieve the stated added benefits 
through a broad and sustained mobilisation of the 
user and demand perspective. This occurs through 
continual identification, integration, development 
and implementation of domain-specific use cases, 
which illustrate the need for and the added benefit of 
a sovereign European data infrastructure. Represent-
atives and experts from the user perspective are also 
involved in domain-specific working groups as part of 
GAIA-X, in order to define, pool and contribute their 
requirements. These form the basis for the growth of 
data infrastructures and are integrated into the con-
crete development of GAIA-X.

The first twelve use cases from four domains were 
presented in the concept paper at the Digital Summit 
on 29 October 2019. Since the publication of the paper, 
the user base has grown: We now have more than 40 
use cases and more than 170 people from around 150 
different companies, research institutes, associations 
and institutions are now contributing. These repre-
sentatives of the user perspective are organised into 
eight domain-specific working groups (‘Industry 4.0/
SMEs’, ‘Healthcare’, ‘Finance’, ‘Public sector’, ‘Smart 
living’, ‘Energy’, ‘Agriculture’ and ‘Mobility’). Each 
domain is led by an expert patron, who ensures that 
the example uses are well grounded in fact and coor-
dinates the identification of domain-specific require-
ments. The expert also aids communication and 
coordination with the other domains so that shared 
cross-domain requirements can be defined.

3.1.  Added benefit of GAIA-X from 
the user perspective

Workstream ‘User Ecosystems and Requirements’ rep-
resents the user perspective of GAIA-X and supports 
the broad and sustained mobilisation of this perspec-
tive. The initiatives and the workstream thus offer 
users from business, science and the public sector the 
opportunity to be involved in developing the solution 
and to contribute their requirements for a European 
data infrastructure. As a result, the requirements from 
the participating companies, research institutes, insti-
tutions and associations are integrated into the tech-
nical implementation of GAIA-X, ensuring that a data 
infrastructure that is focused on users and require-
ments will be created.

The overarching goal is to create a cloud infrastruc-
ture solution that will enable participating companies 
to become more competitive and better equipped 
for the future. At the same time European data sov-
ereignty should be guaranteed. The adherence to 
European values (for example with regard to data 
protection) will lay the foundations for data-driven 
operating models and also guarantee trustworthy 
data exchange. At the same time, GAIA-X enables 
sectoral and cross-sector networks to be established 
between companies, irrespective of their size, thus 
revealing and exploiting economic potential and 
synergies between them. It also enables collaborative 
and digital working models, in which innovations are 
discovered, fully developed and supported. GAIA-X 
essentially lays the foundations for this and meets 
the requirements for establishing a data infrastruc-
ture in the various domains in future. In addition, the 
transformation of domains is being encouraged and 
digitalisation is being driven forth in the various areas. 
Not only individual companies will benefit from the 
results of the GAIA-X project. Because networks are 
established, innovations are promoted and collabo-
rations across sectors are made possible or supported.
The increased data availability and improved collab-

 ADDED BENEFIT, MOBILISATION AND INTEGRATION OF THE USER PERSPECTIVE 9



Mobility

The Mobility domain is concerned with the services 
and opportunities that enable energy-efficient, con-
venient and cost-effective mobility and that can be 
used intelligently by users. Intelligent services and 
AI-based business models also depend on links with 
data from related system environments in AI-based 
applications. This demands end-to-end data record-
ing, processing and networking and so requires a suit-
able cloud environment.

Energy

This domain is working to identify intelligent solu-
tions for power generation, energy storage, power 
transmission and consumption monitoring. It 
addresses and supports all areas of potential gener-
ated by a federated data infrastructure throughout 
the value creation chain, from power generation to 
energy consumption.

Finance

This domain includes stakeholders from financial 
markets, regulation, supervisory authorities and 
financial intermediaries such as banks and insurance 
companies. A federated data infrastructure offers new 
opportunities to improve processes and efficiency, to 
collaborate and to create new business models. The 
collaboration of the relevant stakeholders is highly 
important from a regulatory perspective in particular. 
Open digital platforms and the use of AI methods en-
able a more efficient interplay to emerge between, for 
instance, the stock exchanges, the supervisory author-
ities and companies.

Health

Federated and secure use and exchange of data is also 
extremely important for this domain – in particular as 
patient data is highly sensitive. The domain deals with 
the use of AI in relation to health and care and exam-

Industry 4.0/SMEs

This domain taps into the added benefit from the 
opportunities that arise from the linking and use of 
data in production environments. The initiative of the 
‘Plattform Industrie 4.0’ formed the basis for develop-
ing a federated data infrastructure founded on Euro-
pean values. The aim of the domain is to create an 
ecosystem for usable value-added services in hetero-
geneous production environments and so achieve a 
breakthrough for the broad implementation of Indus-
try 4.0.

ines the new opportunities in this heavily regulated 
and decentralised area. Development of the appropri-
ate solutions entails a major workload to satisfy the 
requirements of the various stakeholders involved. A 
high level of data protection must also be guaranteed 
alongside this. The Federal Ministry of Health (BMG) 
is part of the project GAIA-X and welcomes the estab-
lishment of a secure and trustful data infrastructure 
for Europe. BMG supports the possible contribution 
of GAIA-X to creating a European Health data space, 
especially with regard to improving the secure use of 
healthcare data.2

The following domains have so far been involved in 
the creation of GAIA-X and underpin its design with a 
range of different use cases:

Energy

Finance

Health

Industry 4.0/
SMEs

Mobility
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Agriculture

The domain of agriculture is currently in the launch 
phase.

The workstream has thus achieved the goal of a broad 
and sustained mobilisation of the user and demand 
perspective. The users are key to the creation of data 
ecosystems. To demonstrate the benefits of GAIA-X, 
new use cases that illustrate the need for and added 
benefit of a sovereign European data infrastructure 
continue to be identified and integrated. 

Public sector

As the state is increasingly becoming a user in the dig-
ital environment, this domain is also highly relevant. 
It highlights the added benefit of GAIA-X through the 
need for security, reliability, trust and transparency. 
Applications play an important role in public admin-
istration and in science, which is also included in this 
domain. The applications aim, for example, to improve 
government services or to provide city planners and 
decision makers with concrete and effective solutions. 
Such applications depend primarily on a high-capacity 
infrastructure and broad data availability.

Smart living

This domain concerns the use of data from intelligent 
components, devices and functions in consumers’ 
private settings to provide various applications and 
services that make life safer, lower impact, more con-
venient and simpler. Smart living is therefore more 
than an intelligently networked home – this domain 
also focuses on the applications and services that this 
enables.

Use cases outside of the GAIA-X work structure 
should also be developed and implemented.

The following graphic provides an overview of the 
submitted use cases from Germany, France, the 
Netherlands Switzerland, Spain and Japan.

Requirements for the technical concept are also 
being collated from the use cases. Our approach is to 
pool the requirements for specific domains and also 
across different domains, bringing together require-
ments that apply across domains and form a common 
GAIA-X layer and where domain-specific expansions 
(domain-specific delta) may be necessary.

There is a fundamental consensus that GAIA-X must 
not interfere with existing business models. In this 
respect, the technical concept of GAIA-X must take 
up and implement already existing domain-specific 
solutions.

The detailed descriptions of the use cases shown can 
be found online at www.data-infrastructure.eu/gaia-x-
from-the-user-perspective.

Public sector

Smart living

Agriculture
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of Industry 4.0, SMEs, �nance, health, 
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a digital ecosystem for users 

and to continually develop 
this further through the 

implementation of the �rst 
selected use cases.

Figure 1:  The mission of Workstream 1 ‘User Ecosystems and Requirements’ is broad and 
sustained mobilisation of the user perspective for GAIA-X

3.3. Benefits of GAIA-X

The use cases illustrate that GAIA-X can form the 
basis for ecosystems that effectively integrate the 
strengths of different participants and promote 
cooperation. 

Because GAIA-X3:

	• Simplifies the management of IT interfaces and 
integration, especially regarding multi-cloud strat-
egies and data-pooling; this is done by a high level 
of interoperability of compatible products. In this 
respect GAIA-X helps to avoid lock-in effects. In 
addition, domain-specific data silos, which could 
not be connected and evaluated so far due to 
a lack of data interfaces, are broken up. In this 

respect GAIA-X helps to avoid lock-in effects. 
These three components enable or facilitate tailor- 
made solutions for the application. In addition, 
an important contribution can be made to the 
acceptance of the application of AI for particularly 
sensitive data.

	• Integrates existing digital and cloud-based state-
of-the-art products and services. GAIA-X makes it 
possible to integrate additional modular offerings, 
for example from specialist- or small-scale provid-
ers, to meet specific needs.

	• Offers full transparency by providing authenti-
cation of verified data protection and regulatory 
criteria for the products and services offered. It 
provides transparency regarding the level of con-

3 See BMWi project ‘GAIA-X: A Federated Data Infrastructure as the Cradle of a Vibrant European Ecosystem’, 2019, p. 15.
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fidentiality of all the ecosystem’s participants 
through self-description. This is reflected in the 
guarantee of data use monitoring (data sover-
eignty).

	• Makes it possible to store data where users con-
sider it useful to do so, in light of the respective 
data classification. This means that the user can 
retain command over particularly sensitive data, 
while simultaneously sharing other data with 
partners for joint use.

	• Creates the preconditions for optimising the users’ 
data strategies. Decentralised and/or centralised 
cloud infrastructures, can be linked up with one 
another. This link-up generates options regarding 
how data and algorithms can be used securely. So, 
for instance, various cooperation partners along 
the value creation chain are also given the pos-
sibility of migrating data to the applications. To 
protect intellectual property, users can thus retain 
their own algorithms and data, for instance.

	• Makes an important contribution to the emer-
gence of digital ecosystems in the various user 
domains, by enabling them to make the trans-

fer from bilateral individual-project solutions to 
marketplace solutions. Standardised contracts and 
procedures reduce transaction costs, data markets 
can emerge and data availability is improved.

We assume that a large part of the requirements will 
be similar across domains. For the analysis, we have 
firstly developed a common model, the so-called 
fractal model, based on the submitted use cases and 
the represented domains. This model represents the 
communication relationships specifically named in 
the use cases in an abstract form. We have found that 
we can apply this model across domains. Secondly, we 
have derived a GAIA-X layer from the model, which 
embodies the basic, cross-domain requirements for 
a European data infrastructure. This defined GAIA-X 
layer is shared by all domains.

This layer initially covers the cross-domain require-
ments. Beyond these requirements, however, there 
are also domain-specific requirements for GAIA-X. 
The common underlying GAIA-X layer and the addi-
tional domain-specific requirements (exemplary for 
selected domains) are explained further in the follow-
ing chapters.
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4.  Shared/cross-domain 
requirements: what does 
GAIA-X need to offer 
across different domains?

15



4.2.  Participants in the GAIA-X 
ecosystem

Ecosystem participants (‘entities’) can essentially be 
data providers, data consumers, or simultaneously 
consume data and generate the same or new data. In 
this abstract way of looking at this, a data provider 
can be seen as a supplier and a data consumer can 
be seen as a customer. An ‘asset’ may have a physical 
form or be an immaterial (software) service. From 
a data perspective, the ‘supplier’ role is a data pro-
vider, the ‘customer’ role is a data consumer and the 
combined role of ‘customer/supplier’ is both a data 
consumer and data provider. The generic form is the 
same for all the roles.

We can use a three-level value creation chain with 
various entities with the following roles (supplier, cus-
tomer/supplier and customer) as a simplified example 
of the process for an operational ecosystem: 

1. Multiple suppliers (entity 1-3) each supply or link 
an asset to the next participant (see Fig. 2). 

2. Entity 4 performs a dual role as a customer and 
supplier and in the second stage, creates a new asset 
(4) from the assets supplied by entities 1-3, as a phys-
ical device or immaterial software (app) or service. 
This structure may also occur with mixing across 
multiple levels. 

3. In the third stage, asset 4 from entity 4 takes up its 
function in the environment of a following entity 
(customer) in the chain (entity 5), which in turn may 
itself be a data consumer and provider. The product 
itself (as a physical device or immaterial software 
(app) or result of a service) may be handed over to an 
end consumer. This last instance is also a data con-
sumer in the simplest case.

4.1. The GAIA-X ecosystem

An infrastructure provides a basis on which data can 
be exchanged, digital services can operate and added 
value can be created. For data exchange, value-added 
services require a basic infrastructure that provides 
access and transport protocols, services and rules 
(‘mechanisms’) that can be used together (referred 
to as ‘basic services and mechanisms’, ‘basic services’, 
‘basic mechanisms’ or ‘basic framework’ in singular), 
to organise the exchange of data between participants. 
Existing IT systems need to be able to build on this 
basic framework and establish new value-added ser-
vices on it themselves.

The joint requirements of the aforementioned use 
cases can be consolidated in a GAIA-X layer. They may 
be part of a general and cross-domain basic infra-
structure or ecosystem. This is not an exhaustive list; 
additional requirements may be described depending 
on the usage domain and use case and may be needed 
to build on this ecosystem.

An implementation of a digital ecosystem that ena-
bles shared use and is based on a shared reference 
architecture would be desirable to enable added-value 
offerings to be scaled and to allow value creation that 
builds on digital basic services and mechanisms to be 
easily applied. This makes the basic services more uni-
versal beyond the individual use case, in the form of 
a basic framework shared by all application domains 
and so makes implementation easier for users. Such a 
shared ecosystem can therefore drive its own distri-
bution through scaling and thus become an enabler 
of digital value-added services in various application 
domains.
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Figure 2: Manufacturing Industry 4.0 – three-part fractal for communication

Figure 3: Communication relationships – three-part fractal

Source: BMWi

Source: BMWi
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The described three-stage structure (supplier, cus-
tomer/supplier, customer, data provider, consumer/
provider and consumer) is there treated as a possible 
fractal4 of a multilateral structure. It should then be 
simple to scale this to value creation chains, networks 
and ecosystems by combining the three-part fractal 
as a component of chains and networks in which the 
subsequently described findings and laws continue to 
apply (see Fig. 3).

The communication relationships shown in Figure 4 
can be transferred to many user domains. Manufac-
turers (here: entities 1-3) produce data generators or 
consumers (assets), e.g. components. Using a GAIA-X 
infrastructure, manufacturers communicate with 

“their” assets, while these are built into other assets 
(asset 4 - 4’’), e.g. machines. These are used in the value 
chain of the superordinate entity (entity 5-5’’), e.g. 
factory, hospital or geodata service. Using the assets 

4 The smallest possible fractal of a multilateral structure is a three-part structure – shown here as a provider, consumer and combined 
provider/consumer. It should then be simple to scale this to value creation chains, networks and ecosystems by combining the 
three-part fractal as a component of chains and networks in which the subsequently described findings and laws continue to apply.
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Figure 4:  Abstract representation – embedding a three-part fractal into a data ecosystem 
with participants in multiple security domains 5, 5‘, 5‘‘, GAIA-X layer centralised or 
decentralised, cloud and ‘on-premises’

Source: BMWi
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communicating via the GAIA-X infrastructure, all 
entities can build and offer smart services for their 
own purposes. Communication in the GAIA-X eco-
system transforms this from a complex mesh and 
network structure (see Figure 3) for all assets into a 
simple point-to-point communication with a GAIA-X 
interface.

Figure 5 shows the key requirements desirable from 
the user’s point of view, which the technical concept 
of GAIA-X should fulfil. We discuss these cross-do-
main key requirements in chapter 4.3. In chapter 5 we 
describe the so-called domain delta or the application 
of these key requirements to individual domains.

GAIA-X as an enabler

Openness

for the adaption of all market participants and systems

Authorisation and data usage control

 by the data owner

Hybrid cloud scenario

through distributed implementation
(vertical and horizontal) across multiple providers

Data custodianship

as a business principle

Selection of geography and legislation

for data storage and service offering
(locally/centrally)

Trusted relationship management

Standardised security class de�nition

of data and services for all participants

Algorithms for data monetarisation

Technical
requirements

Federated identity management

Figure 5: Key elements of a data ecosystem framework

Source: BMWi

4.3.  Key requirements for a GAIA-X 
ecosystem

The key requirements were derived from manufactur-
ing use cases. However, they are valid for all domains:

Openness, hybrid cloud’, basic framework, 
open vision

This describes the requirement for the existence of an 
open ecosystem that spans domains and value-added 
services in the form of a network that exchanges data 
and services and in which value-creating actions can 
be performed. It needs to have centralised, decen-
tralised and heterogeneous organisation in terms of 
geography, legislation and technology.
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certain use cases will need to be defined in a solution 
domain. Requirements in this area will also influence 
the deployment of the GAIA-X nodes, for example 
(cloud vs. edge cloud vs. on-premises edge).

GAIA-X should therefore define a framework 
(cf. Policy Rules and Architecture Standards “PRAAS”) 
whose implementation by the individual participants 
qualifies them for integration into the ecosystem. The 
interested parties should be able to choose supported 
compliance levels, which are independently verified. 
GAIA-X members should be able to further develop 
the framework in an open process and a controlled 
life cycle in committees. Services with compliance 
status should be declared via a directory or catalogue 
and also – if requested by the participants – commu-
nicated.

‘Ecosystem for algorithms and methods of data 
monetisation’

New, previously unknown business models will 
emerge, synergies in existing and new value-added 
networks of stakeholders will be exploited. The eco-
system is intended to be used as a marketplace for 
data monetisation and to create incentives for data 
exchange, spanning across different stakeholders in 
the ecosystem.

The purpose of the ecosystem also includes linking 
and enabling the use of data and services, including 
for algorithms such as those needed for AI applica-
tions and data pools for training these applications. 

Primary data with different security requirements 
for specific domains should lead to secondary data 
with lower security requirements, which will become 
available for monetisation – including across different 
domains. Domain-specific releases and approvals or 
releases shall be storable and retrievable with the pri-
mary data. 

It needs to be easy to provide, link up and integrate 
data from non-homogeneous IT systems from differ-
ent stakeholders, with minimal barriers for SMEs (user 
friendliness, usability of familiar interfaces and the 
ability to use it without extensive technical expertise 
are specified for example) and it should be possible to 
aggregate data across many ‘operators’ (participants 
and data sources). It should be possible to operate 
nodes (‘participant’, ‘access’) in a local device (manu-
facturing use case: industrial control), in an edge com-
puter, in local on-premises clouds of an operator of 
data providers and on centralised cloud systems with 
different geographies and legislation. Data exchange, 
enhancement, linking, analysis and evaluation need 
to be possible between the various security domains. 
It also needs to be possible to store data with distribu-
tion in all aforementioned applications. In the event 
of ‘mixed’ data allocations, the protection classes and 
confidentiality rules mentioned below are also to be 
satisfied for a datum (data set). These elements can 
be used in the GAIA-X basic system to build a shared 
data space.

Existing protocols and interfaces are to be supported, 
potentially meaning a wide variety of standards 
depending on the domain.

The GAIA-X basic system is to offer a defined process 
for restoring functionality within defined time frames 
in the event of an incident or, more generally, a failure 
of functionality. Emergency concepts of participants, 
especially SMEs, shall be supported in a resilient way. 
They must be able to continue their own value-added 
processes in crisis situations in a robust, structured 
and at least subsistence-preserving manner. It should 
offer legal, technical and procedural transparency so 
that users of GAIA-X can integrate this into their own 
emergency management processes with reliability.

Several user domains require real-time processing, as 
well as demand-based computing or storage capacity. 
There are different requirements for real-time pro-
cessing depending on the usage domain. Profiles for 
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compliant manner according to the purposes and roles 
described.

Federated identity management, trust 
relationship management

Visitors should be able to get an overview of the 
GAIA-X Federated Catalogue anonymously and with-
out registration. Participants will need to complete a 
one-off qualification process for identification pur-
poses when they choose a service and wish to obtain 
it. Identity management is to be standardised; the 
authentication of participants and the access control 
within GAIA-X is to be controlled by the ecosystem. 
The GAIA-X nodes need to function as ‘trust anchors’: 
secure communication is a basic requirement and the 
ecosystem needs to be a trustworthy infrastructure 
for data exchange. The provision of clear and trace-
able measures (rules) for participation and collabora-
tion across company boundaries (security domains) 
provides the foundation for shared use of data in an 
ecosystem. It must be possible to standardise the roles 
of participants and select different options. It must be 
possible to organise multilateral participant groups. 

It is important to us that the basic services of the GAIA-X 
ecosystem are to have in depth defences and be pro-
tected against external and internal cyber threats. For 
this purpose, a security organization is to be imple-
mented, which runs an ISMS (Information Security 
Management System) at all times and maintains its 
certification. Furthermore, this security organisation 
must also ensure sufficiently effective protection of the 
integrity, confidentiality and availability of the GAIA-X 
basic services and – insofar as this lies within the respon-
sibility of the basic services – the relevant framework 
conditions for processing its users’ data, in line with the 
protection requirements for the data, services and appli-
cations. This includes a coherent concept for encryp-
tion key management (cryptography), which contains 
encryption key and certification management con-
trolled by GAIA-X and also offers customers the option 
to supply and protect this information independently.

Companies should have the opportunity to develop 
and market integration components for GAIA-X such 
as software libraries. These companies will then have 
access to all necessary information, including authen-
tication mechanisms etc. The developed products will 
then be owned by the companies (open source licence 
conditions are not mandatory) and can be put on the 
market as intellectual property (IP).

Data custodianship, authorisation and data 
usage monitoring, ability to select geography 
and legislation

Data owners want to decide for themselves which 
data is shared with which users and with which access 
rights, and the purpose for which the data is pro-
cessed. Data sovereignty is central to the ecosystem. In 
particular it should be possible to select and control 
the localisation of (particularly) confidential data, for 
example with regard to individuals, expertise or pro-
duction secrets. There also needs to be the ability to 
individually select which data is to be shared at each 
level of the value creation chain for each participant, 
from the data provider to the data processor and data 
consumer (see below). It should be possible to select 
privacy at every level for the data in individual cases 
according to the data owner’s decision, to pass it to 
certain dedicated consumers for processing (‘sharing’ 
with named data consumers) or to make it publicly 
visible and/or usable for all. Data usage provisions 
may be more complex than described here. The use of 
the data and services should be traceable, for example 
through a logging mechanism that the data owner can 
view at any time for instances of access right down to 
the level of a single data record. A role-based authori-
sation concept and access logging that can be viewed 
should also be provided. These roles shall be able to 
satisfy regulatory requirements and it shall be possible 
to define access rights for specific times and geograph-
ical areas.

In such an ecosystem, it should be possible to agree 
on all necessary data exchange agreements in a legally 
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	• At least one basic ontology and semantics for 
operating the ecosystem and interoperable 
interaction between participants (together with 
semantic enablement layer for the definition of 
further shared semantics).

	• A shared definition of basic metadata for identi-
fying participant data that enables interoperable 
exchange of data and applications (services) across 
domain boundaries. 

	• At the same time, support for existing 
domain-specific standards shall be enabled.

API, container, administration shell5

GAIA-X is designed to enable cross-domain inter-
operability. In a first step, the transport of domain- 
or application-specific data streams shall be enabled. 
In order to simplify entry into or participation in 
GAIA-X, data transport or data exchange is to be made 
possible only between the participants in a so-called 

“grey channel”. Especially for SMEs and existing sys-
tems, participation in GAIA-X would then be easy. In a 
next step, the interoperability layer is to be expanded 
using the above-mentioned common properties and 
elements of the basic system, thus enabling interac-
tion between participants of different applications 
and domains.

Standardised definition of protection classes 
for data and services; standardised semantics; 
legally compliant agreement

The semantics for data exchange and for the use of 
services are to be standardised and organised at an 
overarching level. It should be possible for data to 
be exchanged between different security domains 
within a participant (company) and also between par-
ticipants (companies) in different security domains 
in the GAIA-X network. Interfaces are to function 
between security domains of the participants, taking 
into account the security requirements, and enable 
secure data exchange. The security requirements are 
to be scalable. It should be possible to store and use 
algorithms and data in accordance with the relevant 
IP rights. Access rights to data are to be retained when 
data is passed on in the ecosystem and are to remain 
traceable.

The following shall also be available for inter-
operability of participants in the basic system:

	• One of more protocols for transport and 
inter operability.

	• Federated access and trust management 
(identity and trust; see above).

5 The administrative shell is the implementation of the digital twin for Industry 4.0.
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the basic communication fractal

Source: BMWi
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DOMAIN-SPECIFIC REQUIREMENTS (DOMAIN DELTA)  AND COMMENTS FROM SELECTED WORKING GROUPS

5.  Domain-specific requirements 
(domain delta) and comments 
from selected working groups

25



26 DOMAIN-SPECIFIC REQUIREMENTS (DOMAIN DELTA)  AND COMMENTS FROM SELECTED WORKING GROUPS

authorisation; openness for the addition of further 
stakeholders and data types; and the opportunity to 
implement distributed health data systems in all EU 
countries in accordance with the law.

The GAIA-X health domain group is currently ana-
lysing a variety of digital health applications that are 
to be implemented with GAIA-X. The use cases cover 
the diverse nature of the health sector, with cases 
from care, research and the health industry. The cur-
rent issue of coronavirus is also being looked at with 
use cases. The opportunity to respond to an extreme 
medical situation such as the current pandemic with 
fast and sensible measures will be made possible by 
GAIA-X through the linking of different data sources 
(including geodata, reporting data and patient data).

The following requirements can be abstracted from 
the various use cases as general requirements for the 
health sector:

Openness in the health sector means that new play-
ers (care providers, researchers, manufacturers and 
service providers) and data types can be added 
(for example for the combination of genomics and 
pathology data) and innovative technologies (such as 
support for decision making) can be made available 
for citizens swiftly. It is important to establish shared 
semantics and shared standards for communication 
and data access to enable useful exchange of data and 
the integration of data (interoperability).

Hybrid cloud scenario: Concepts for distributed 
storage and processing need to be implemented in 
open-access clouds and in local health infrastructures. 
For example, analysis results are pooled centrally 
in a public cloud for integrative analysis, but clini-
cal treatment data with high security requirements 
is analysed in the data centre at a hospital and the 
anonymised results are then transferred to the cen-
tralised solution.

5.1.  GAIA-X health domain

This section was created in close consultation with 
Working Group 6 of the Plattform Lernende Systeme 
(Germany’s Platform for Artificial Intelligence).

Barely any other area of society has such a directly 
positive benefit for citizens as the health sector. The 
potential enabled here by digital technology such 
as networking via cloud infrastructures or artificial 
intelligence is still a long way from being fully 
exploited. There are strong reservations about the 
analysis of personal health data, and with good rea-
son. However, the use of modern digital technology 
can generate medical benefits for society as a whole 
through the analysis of health-related information in 
compliance with data protection aspects. 

The availability of cloud solutions is a key element in 
achieving digital advances in the health sector as stor-
ing data in a trustworthy and centralised cloud service 
enables broader analyses to be conducted than with 
isolated solutions in the networks of individual health 
partners, whilst complying with stringent security 
standards. For the innovative medicine and health-
care of the future, health data needs to be available 
from different sources and it must be possible to com-
bine and process this whilst also meeting the highest 
standards of security. The integrative process will ena-
ble better diagnostic methods and tailored therapies 
that benefit all patients.

To achieve this vision in Europe, we need an infra-
structure such as GAIA-X to enable distributed 
research and health systems to be used with trust. 
These systems need to fulfil different requirements 
depending on the particular problem. Each GAIA-X 
healthcare application centres on state-of-the-art 
tools for various tasks. This includes data protection, 
which has other requirements depending on the 
protection classes of the health data; data trustee-
ship; identity management for access control and 
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5.2.  ‘Public sector’ domain/here: 
‘geodata’ sub-domain

The results of the work by bitkom AK Geo serve as 
reference. These are documented in the position 
paper ‘Geoinformationen: Nutzung optimieren durch 
vernetzte Geodatenplattformen’ (Geoinformation: 
optimising usage through networked geodata plat-
forms) (https://www.digitalwahl.de/sites/digitalwahl/
files/2019-09/190916_pp_geoinformationen.pdf).

There are currently numerous obstacles when it 
comes to processing public geoinformation, which 
limit effective use. Geodata from public authorities is 
generally not straightforward to combine and process 
with automated processes. The currentness of the data 
and the structures of the data models from public 
sources differ widely. The data is largely static, with 
dynamic data remaining rare in this area. GAIA-X will 
help to overcome this situation.

GAIA-X shall supply geodata as a key element of the 
digital infrastructure: References to location and 
time are indispensable for many data analysis pro-
cesses. Public geodata and geodata services should 
therefore be supplied in accordance with open data 
principles in a way that is open to technology, is com-
prehensive and is application-neutral for science, 
administration, business and society. The trends in 
Germany towards a platform economy should be par-
ticularly taken into account. These specific require-
ments for geodata are set out in detail in the ‘Public 
sector’ domain. 

Creating a platform-based digital infrastructure for 
geodata: In future, public geodata services need to be 
as quick and easy to use in applications as apps are 
on a smartphone. This requires distributed and net-
worked geodata platforms. Public sector organisations 
compile geodata in particular for planning purposes 
and public services. GAIA-X will provide the adminis-
trative authorities with the functions they need to use 
this geodata for specific situations in a collaborative 
real-time environment. 

Ecosystem, including algorithms for data use: Many 
successful health projects have so far been publicly 
financed research projects. From the perspective of 
the health sector, algorithm monetarisation therefore 
means establishing clear rules for how the data basis 
and the output can be used by economic stakeholders 
(licensing, infrastructure sharing, open source algo-
rithms, open data).

Selection of geography and legislation: From the 
perspective of the health sector, the ability to select 
the geography and legislation means that it will in 
future be possible to use big data and AI efficiently in 
the health sector across the entire EU. It needs to be 
easier to expand research projects from one region to 
another, and from one EU country to the others. In 
Germany, region-specific laws (regional hospital laws, 
etc.) also need to be observed.

Data custodianship, authorisation and data usage 
monitoring: In the health sector, custodianship is 
often assumed through data access committees. The 
heterogeneity of the committees and commissions 
could be brought together and professionalised with 
a standardised digital platform. The health sector 
has the specific need of checking that the relevant 
consent has been granted (and obtaining this if nec-
essary) – thus ensuring and monitoring concrete 
authorisation for access to and use of data. 

Standardised definition of protection classes (for 
data and services): The health sector requires a fine-
grained protection class concept with records of 
patient consent. Access needs to be logged where nec-
essary. Specifically, it is not only access to individual 
data that must be protected, but any linking must 
also be subject to special protection if applicable.

Federated identity management, trusted relation-
ship management: In the health sector, data is mostly 
pseudonymised locally in a very large number of dif-
ferent trust centres. Identity management that spans 
trust centres is needed for patients (FAIR principles) 
and for analytical access (AAI). 

https://www.digitalwahl.de/sites/digitalwahl/files/2019-09/190916_pp_geoinformationen.pdf
https://www.digitalwahl.de/sites/digitalwahl/files/2019-09/190916_pp_geoinformationen.pdf
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electrical sector, the energy industry, healthcare and 
the skilled trades. Driven by research and develop-
ment in the field of digitalization of buildings and 
infrastructures as well as artificial intelligence (AI), 
these areas work together. For successful collabora-
tion, it is therefore important that data on these assets 
can be exchanged from the building, apartment, cen-
tral building services engineering right down to the 
individual household or smart home device or an 
individual meter (smart meter). 

A housing sector survey revealed that 38% of those 
companies asked currently have access to important 
data in a digital and analysable format. However, 
to develop revenue models, it must be possible to 
exchange this data without major manual interven-
tions in data processing. This is currently the case for 
just 11% of the surveyed companies. Among other 
things, the implementation and application of GAIA-X 
will play an important role here in closing these digi-
tal data gaps. 

GAIA-X aims to build a secure, scalable, high-perfor-
mance, European cloud environment in the smart liv-
ing sector, which includes local edge devices to avoid 
high latency times and enables simple and trustwor-
thy access to a multifunctional cloud environment in 
the area covered by the GDPR. 

The GAIA-X ‘Smart living’ working group is compiling 
and analysing smart living applications that can be 
implemented with GAIA-X. The first use cases have 
already been published in the areas of artificial intel-
ligence, convenience and security, energy efficiency 
and management, and independent living in old age.

In the smart living sector, openness means making 
the data available for all involved entities, such as 
between the housing industry and energy suppliers. 
For example, the next generation of intelligent pow-
er-to-heat-systems (intelligent heat pumps) or pow-
er-two-mobility-systems (intelligent wall boxes) can 
be integrated into the network in a network-serving 
and cost-saving manner via intelligent measuring 

Providing federated geodata catalogues: Geodata is 
currently already catalogued digitally and made avail-
able through special geodata or open data portals. It 
must be ensured in future that every data set or data 
service can be found through any data portal. GAIA-X 
can, for example, support interdepartmental coordi-
nation and interdisciplinary collaboration with suita-
ble search and processing functions.

Taking into account open standards and openness 
to technology for geodata processing: A greater focus 
on users and customers requires the broad use of geo-
data/geodata services. This includes openness to tech-
nology, as well as open standards and defined APIs. 
GAIA-X will take particular account of standards for 
the general IT and Internet industry.

Ensuring machine readability and automated 
analysis for geodata: Geodata from the public sector 
should be made available through GAIA-X in an auto-
mated process that enables transfer, transformation 
and analysis for direct use. Variable processes between 
data sources and processing will enable the results to 
be competitive when entering the market via GAIA-X 
and an increasing number of new combinations to 
be used for specific situations. The provision of corre-
sponding services should enable data to be analysed at 
the storage location without requiring high-volume 
geodata to be downloaded.

5.3. Smart living domain 

The smart living ecosystem is becoming a strong 
growth market. The development of digital applica-
tions is advancing swiftly in the areas convenience 
and security, energy efficiency and management 
and for independent living in old age. There are 23 
million existing homes in Germany that could be fit-
ted with smart home and smart building solutions 
with intelligent devices. 

Smart Living comprises different, today often still 
fully separate areas. These are the housing sector, the 
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Data custodianship, authorisation and data usage 
monitoring: The smart living domain may have the 
highest requirements for security and privacy. In 
many applications, personal and therefore highly sen-
sitive data subject to the GDPR are processed. GAIA-X 
must ensure that the data owner always has control 
of their data and is able to grant third parties (data 
consumers) access to the data for specific purposes. 
GAIA-X must therefore ensure the sovereignty of 
the data producer. Such authorisation management 
must have a very granular structure for the smart liv-
ing sector that must be able to extend down to the 
sensor level. Implementation of these requirements 
demands comprehensive identity and access manage-
ment down to sensor level in an edge cloud architec-
ture. 

Standardised definition of protection classes (for 
data and services): Smart Living data can be very sen-
sitive if, for example, it contains information about 
infrastructures that are subject to the German regu-
lation for determining critical infrastructures accord-
ing to the BSI law. In this case, data storage must 
meet very high security standards and may only take 
place in data centres certified by the German Federal 
Office for Information Security (BSI). The heteroge-
neity of smart living data means that processes must 
be established to determine the protection require-
ment in order to assign the smart living data to the 
various protection classes. A standardised method is 
needed for identifying individual data so as to differ-
entiate between ‘public’ and ‘non-public’ smart living 
data. Consideration must be given to whether a secu-
rity management system will be offered for consum-
ers and small companies. The data owner can use this 
method to exercise their data sovereignty and pass on 
parts of their data for further use by third parties. 

Federated identity management, trust relationship 
management: Within the smart living domain, a data 
ecosystem is created from a wide range of different 
entities and assets, which must each be protected 
through intelligent identity and access management. 
The data providers include, for example, residents, 

points (smart meters). All energy flows can be opti-
mised by intelligent control and forecasting systems.

To do this, smart living requires hybrid cloud sce-
narios for the digitalisation of buildings and infra-
structures and for the use of artificial intelligence 
(AI), as already highlighted in the ‘ForeSight’ research 
project. In principle, every asset from the washing 
machine to the room thermostat becomes a pro-
vider of data, which needs to be integrated into the 
local building infrastructure through the technol-
ogy and also at a more abstract logic/semantic level 
in cross-building applications from service provid-
ers and manufacturers. The heterogeneous cloud 
and on-premises systems that currently exist can be 
transferred into these hybrid cloud scenarios and fur-
ther developed into a federated GAIA-X cloud infra-
structure for smart living.

The aim of the smart living ecosystem and its enti-
ties such as housing companies, service providers 
and manufacturers is to not only guarantee technical 
interoperability of all smart living assets. The aim of 
the ecosystem is also to create semantically interop-
erable data infrastructures in accordance with inter-
national standards. The focus is firstly on the seman-
tically interoperable representation of the various 
assets as ‘digital twins’. Secondly, standards for secure 
data exchange and data monetization must be set in 
order to establish sovereign smart living platforms in 
the GDPR area. This involves linking data from vari-
ous sectors/domains to implement savings (such as in 
the energy sector) and guarantee optimum commu-
nication across all entities and assets.

From the perspective of the GAIA-X ‘Smart living’ 
working group, geography and legislation refers to 
the European judicial area, in which smart living pro-
jects are to be conducted. In our opinion, frameworks 
for data sovereignty and the use of Artificial Intelli-
gence (AI) shall be established on a European level. 
By freedom of choice of geo graphy and legislation we 
mean being able to choose from entities and assets for 
this European judicial area. 
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for real-time availability, performance and scalability, 
for instance, which do not exist to the same extent in 
other domains. These framework conditions lead to 
FBDC-specific requirements for data structures and 
the suitability of secure and sovereign exchange and 
access architectures. The necessity of different pro-
tection classes and access rights in the system and 
also the need to mirror legal issues that relate spe-
cifically to financial transaction data must be taken 
into account in the GAIA-X infrastructure and in the 
GAIA-X Identity Service.

Further domain-specific requirements include:

	• Tool-based linking of various data sources, com-
bined with the option for data to be loaded into 
the system flexibly in different input formats 
using different ETL tools and for different data to 
be described with a data catalogue.

	• Storage in accordance with layer model: separa-
tion of storage and computing components that 
enable defined access to storage in a provisioning 
layer.

	• The option of recording data history and data 
availability in the system. Data governance and 
regulatory requirements demand particular atten-
tion to data history and data availability in the 
system (with online and offline access/retention 
periods).

	• Option for flexible aggregation and drill-down 
into the microdata.

	• Use of AI for different purposes.

	• Anonymisation components for sensitive data.

	• Monitoring of data usage, which makes it possible 
to identify who accessed which data at which time.

	• Use of the data in real time with relevant implica-
tions for scalability and performance.

owners, service providers and manufacturers. In 
addition to the building and apartment and the data 
relating to these, their assets also include other assets 
such as electric charging points and building access 
systems. Particular consideration must be given to 
the needs of the individual stakeholders – such as res-
idents, landlords, nursing services, suppliers and tech-
nicians – in the area of safety, with different types 
of authorisation. Comprehensive identity and access 
management must be set out from the perspective of 
security and safety.

5.4.  Finance domain – the financial 
big data cluster (FBDC)

Based on the five following problems, the SafeFBDC 
concept is used to illustrate that new findings can 
be obtained from large and heterogeneous volumes 
of data with the use of artificial intelligence and that 
answers can be found to complex questions in the 
area of financial markets. 

	• Methods for analysing climate risks in the risk 
management of financial institutions.

	• Methods to combat money laundering.

	• Methods to identify and prevent market manipu-
lation.

	• Methods for data-driven assessment of the results 
of monetary policy decisions.

	• Methods for designing new risk management and 
financing instruments along complex physical 
supply chains.

These examples show that a large number of differ-
ent stakeholders (financial institutions, companies 
from the real economy, supervisory authorities, cen-
tral banks, stock exchanges, start-ups, etc.) will access 
the FBDC with a range of different remits. For some 
of the examples mentioned, there are requirements 
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Invitation to participate

We also apply the GAIA-X project’s guiding principle 
of openness and transparency to involvement in the 
project and the User Ecosystems and Requirements 
workstream.

All interested parties are invited to participate in 
the workstream, by submitting new use cases (1) 
and through active and ongoing involvement in a 
domain-specific working group (2).

(1) If you would like to provide a use case for the (fur-
ther) development of GAIA-X, please use the ques-
tionnaire via www.data-infrastructure.eu/gaia-x- use-
case-questionnaire. We of course welcome further use 
cases from the aforementioned domains, but are also 
open to new examples from new fields of application. 
Use cases outside of the GAIA-X work structure may 
of course also be developed and implemented.

(2) The project is open to participation from interested 
European partners who wish to develop and expand 
the project with us. The aim is to transfer the data 
infrastructure into a live system. We welcome inter-
ested parties with specialist expertise who proactively 
support our work in the individual working groups 
and share our values and aims of data sovereignty and 
data availability.

Linking with European initiatives and beyond 
Europe’s borders

There is already a large variety of initiatives dealing 
with the creation of data ecosystems in Europe and 
the Member States. GAIA-X wishes to link up with 
these initiatives and help to tap into the great poten-
tial and expertise in Europe. A large number of inter-
national companies and organisations have already 
been successfully integrated into the GAIA-X project. 
In the ‘User Ecosystems and Requirements’ work-
stream, we want to drive forward the efforts to link up 
with other European initiatives even further. In the 
next phase of the project, it is envisaged that this will 
also lead to GAIA-X hubs being established in the par-
ticipating Member States, as shown in Figure 8. These 
hub structures are intended to help the GAIA-X pro-
ject to become established in all EU Member States 
and beyond EU borders and to coordinate cross-bor-
der projects. The aim is to build a strong European 
network that will accelerate the distribution of 
GAIA-X at regional, national and European level.
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